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 1. Introduction 

 
Cyber-Physical Systems (CPS) bring together the 

physical and digital systems dimensions into a 

common infrastructure. Researchers at the 

University of California at Berkeleya have proposed a 

basic concept map identifying the key categories 

describing CPS as the integration of computation, 

networking, and physical processes (see Figure 1 

Concept map of CPS2b). 

 

Embedded computers and networks monitor and 

control the physical processes, with feedback loops 

where physical processes affect computations and 

vice versa. The economic and societal potential of 

such systems is vastly greater than what has been 

realised, and major investments are being made 

worldwide to develop the technology.  

 

Figure 1: Concept map of CPSb 

 

                                                
a https://chess.eecs.berkeley.edu 
b http://cyberphysicalsystems.org/index.htm 

 

 

The technology builds on the established discipline 

of embedded systemsc in terms of computers and 

software embedded in entities whose principle 

mission is not computation, such as cars, toys, 

medical devices, and scientific instruments. CPS 

integrate the dynamics of the physical processes 

with those of the software and networking, providing 

abstractions and modelling, design, and analysis 

techniques for the integrated whole. 

 

  

c http://link.springer.com/book/10.1007/978-3-319-56045-8 

 
 

http://cyberphysicalsystems.org/i
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2. Key definitions 

 

2.1 Cyber-Physical systems 

 
Cyber-physical systems (CPS) can be defined as 

systems of collaborating computational entities 

which are in intensive connection with the 

surrounding physical world and its ongoing 

processes, providing and using, at the same time, 

data-retrieval and data-processing services available 

on the Internet. An alternative definition provided by 

NIST defines them as co-engineered interacting 

networks of physical and computational 

components, which will provide the foundation of our 

critical infrastructure, form the basis of emerging and 

future smart services, and improve our quality of life 

in many areas.d 

 

A recent study conducted by Monostori, Kádár and 

Bauernhansl et al (2016) has identified that most 

research papers on CPS since 2010 have been 

focussed on IOT (Internet of Things), sensor 

networks and embedded systems with a close 

correlation between ‘‘IOT’’ and ‘‘Security’’ indicating 

that security is a critical issue in the IOT based 

approaches. Additionally, they established that multi-

agent systems are one of the most commonly 

applied techniques for representing 

and reasoning about CPS, whilst RFID and cloud 

computing are the two most commonly applied 

techniques in implementing IOT, with smart grids, 

smart cities and logistics being the most popular 

areas of CPS implementation. 

 

According to the Federal Ministry of Education and 

Research, Germany (BMBF): ‘‘Industry is on the 

threshold of the fourth industrial revolution. Driven 

by the Internet, the real and virtual worlds are 

growing closer and closer together to form the 

Internet of Things. Industrial production of the future 

will be characterized by the strong individualisation 

of products under the conditions of highly flexible 

(large series) production, the extensive integration of 

customers and business partners in business and 

value-added processes, and the linking of 

production and high-quality services leading to so-

called hybrid products.’’ (Kagermann, H., Wahlster, 

W., and Helbig, J. 2013) 

 

CPS bring together the discrete and powerful logic 

of computing to monitor and control the continuous 

                                                
d https://www.nist.gov/el/cyber-physical-systems 

dynamics of physical and engineered systems 

(Rajkumar et el., 2010).  Some of the key research 

questions posed to CPS include: 

 
•  How to interface the precision of computing with 

the uncertainty and the noise in the physical 

environment 

 
•  How to deal with the lack of perfect synchrony 

across time and space 

 
•  How to manage the failures of components in 

both the cyber and physical domains 

 
•  How to meet critical security and privacy 

requirements 

 
•  How to address the system dynamics across 

multiple time-scales 

 
•  How to manage the increasing complexity  

 

2.2 Cyber-Physical Production Systems 

(CPPS) 

 
Cyber-Physical Production Systems (CPPS) consist 

of autonomous and cooperative elements and 

subsystems that are connected based on the 

context within and across all levels of production, 

from processes through machines up to production 

and logistics networks (Monostori et al., 2016), with 

three main characteristics that describe them: 

 
•  Intelligence (smartness), i.e. the elements are 

able to acquire information from their 

surroundings and act autonomously and in a 

goal-directed manner 

 
•  Connectedness, i.e. the ability to set up and use 

connections to the other elements of the system 

– including human beings – for cooperation and 

collaboration, and to the knowledge and services 

available on the Internet 

 
•  Responsiveness towards internal and external 

changes. 

 
CPPS (see Figure 2) possess a number of 

properties that are common to ubiquitous context-

aware systems, and recognise that the human 

machine-process-logistics connectivity across all 

levels of production can lead to a variety of key 

applications (Zuehkle, 2010). 
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Figure 2: CPPS concept (Zuehlke, 2010)  

 

Figure 3: 5C architecture for implementation of a 

Cyber-Physical System (Lee et al, 2015) 
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A variety of different hierarchical architectures have 

been proposed to support the application of CPPS. 

For instance, the “5C CPPS architecture” proposes 

a 5-layer CPPS structure (see Figure 3) which 

provides step-by-step guidelines for developing and 

deploying a CPS for manufacturing applications 

(Lee, Bagheri and Kao, 2015). In general, a CPS 

consists of two main functional components: (1) the 

advanced connectivity that ensures real-time data 

acquisition from the physical world and information 

feedback from the cyber space; and (2) intelligent 

data management, analytics and computational 

capability that constructs the cyber space. 

 

 

 

 

Figure 4: The Digital Twin as part of the product                                     

lifecycle (Rosen et al, 2015). 

 

 

In some cases CPPS are supported by digital twins 

(see Figure 4) designed as digital replicas of the real 

systems. A digital twin can be defined as an evolving 

digital profile, collating information about the 

historical and current behaviour of a physical object 

or process (Zuehlke, 2010). This includes the 

creation of virtual products which continually update 

to reflect all processes performed upon them 

(Rosen, von Wichert, and Lo et al, 2015). Digital 

Twin Shop-floors (DTS) are another aspect of the 

digital twin concept encompassing the combination 

of a physical shop floor and its virtual representation 

as updated in real time. 
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3. UK Research Landscape 

 
CPPS have not been directly addressed as a topic 

by EPSRC and Innovate UK. Over the last five years 

there have been four EPSRC managed calls in 

related topics including Manufacturing Informatics 

(six 5-year programmes funded in 2012), Flexible 

and Reconfigurable Manufacturing Systems (six 5-

year programmes - 2012), Autonomous 

Manufacturing (four 5-year programmes - 2015) and 

Digital Manufacturing (ongoing - 2017).  There are 

currently no EPSRC Future Manufacturing Hubs that 

directly address the topic of CPPS. Similarly, there 

are no related funded applied programmes either by 

Innovate UK or ATI. This is in contrast to the 

investment in CPPS both at EU level and in major 

international competitors such as Germany, Italy, 

France, US and others. 

 

4. International effort in the field of 

CPS/CPPS 

 
4.1 EU FoF/EFFRA Activities in H2020 

 
A number of related projects addressing partial 

aspects of the CPPS have been funded by the 

H2020 FoF programme supported by EFFRA. The 

EU CSA Connected Factoriese aims to establish the 

baseline, scenarios and pathways for deployment of 

future digital platforms for manufacturing. Based on 

the results from a number of recent regional and 

national roadmapping workshops the project has 

identified four different types of users of digital 

platforms and mapped them to the current H2020 

Research and Innovation projects and new H2020 

calls: 

 

1. Hyperconnected Factories: (Digital Platforms 

for) networked enterprises in complex, 

dynamic supply chains and value networks 

 

2. Autonomous Factories: (Digital Platforms for) 

optimised and sustainable manufacturing 

including advanced human-in-the-loop 

workspaces 

 

3. Collaborative Product-Service Factories: 

(Digital Platforms for) data-driven product 

                                                
e www.connectedfactories.eu 
f https://pages.nist.gov/cpspwg/ 

service engineering in knowledge intensive 

factories 

 
4.  Small-Scale Digitised Factories: (Digital 

Platforms for) mission-focused digitisation for 

SME-driven sustainable manufacturing. 

 

4.2 NIST CPS Public Working Group 

 
NIST has taken the lead in identifying the CPS 

research agenda in the US by establishing in 2014 

the CPS PWGf. This brings together experts to help 

define and shape key aspects of CPS to accelerate 

its development and implementation within multiple 

sectors of the economy. The CPS PWG has five 

subgroups: Vocabulary and Reference Architecture, 

Cybersecurity and Privacy, Timing, Data, 

Interoperability and Use Cases. The CPS PWG has 

proposed a CPS Framework based on a common 

conceptual model, illustrating that CPS may be as 

simple as an individual device, or a CPS can consist 

of one or more cyberphysical devices that form a 

system, or can be a SoS, consisting of multiple 

systems that consist of multiple devices (see Figure 

5).  

 

Figure 5: CPS Conceptual model (NIST)f 

 

4.3 CPS Japan 

 
The Japan Electronics and Information Technology 

Industries Association (JEITA) has led the activities 

by establishing the CPS Task Force in July 2015g 

with the specific work program of creating platforms 

g https://jeita.or.jp/cps-e/ 

www.connectedfactories.eu
https://pages.nist.gov/cpspwg/
https://jeita.or.jp/cps-e/
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and testbeds for core technologies requiring 

breakthrough innovations, proposing R&D projects, 

and presenting recommendations to the government 

on regulations, systems and standardisation. The 

Task Force is also engaged in awareness raising 

and international collaboration. The core focus is on 

working with the Ministry of Economy, Trade and 

Industry and other government agencies, 

universities, and relevant organisations and 

associations in and beyond Japan to create the 

innovative products and services needed to 

underpin a CPS/IoT-driven society and resolve the 

various problems confronting society today. 

    

5. Future UK research agenda 

 
CPPS is a topic of national importance with critical 

impact on key UK industrial sectors including 

Aerospace, Automotive, Food and Beverages, 

Pharmaceutical and Construction. With the advent of 

Brexit and the uncertainty of the UK’s future 

participation in the EU research programmes there 

is a need for a clear long-term agenda and 

appropriate funding streams to support the UK 

ambition and potential for international leadership in 

this field. 

 

It is therefore important to develop a clear UK 

strategic research agenda on this topic, supported 

by strategic investment via managed EPSRC calls. 

This should be followed later on by Innovate UK 

investment in industry/academia collaborative 

projects for maturing and exploiting the results of the 

research. 

 

Key areas of future development should include but 

is not limited to: 

 

• Architectures and morphology of future CPPS 

• Embedded devices and IIoT 

• Human-centred processes in CPPS 

• Data analytics and cloud data services 

• Autonomous control in CPPS 

• Factory level integration and digital supply chain 

• Standardisation and interoperability. 
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