
 

 

The EPSRC-funded Network Plus Connected Everything: Industrial Systems in the Digital Age aims to identify the 

key challenges we face as digital technologies transform our industrial systems. 

 

 

 
 

 

 

  
 
 
 
 
 
 
 
 
The project is the first to develop an Artificial Intelligence-based ‘Plug and Play Advanced Abnormal 

Perception system (AAP system)’, which has been shown to successfully customise plug-and-play anomaly 

detection systems for SME products. This provides an SME with real-time monitoring of the production line and 

product quality.  

 

The potential of integrating existing AAP technologies with machine learning, to provide a low-cost means of 

improving an SME factory’s production line efficiency, quality control and maintenance, has been demonstrated. 

 

  

Advanced Abnormal Perception system for the autonomous factory 
 

A fully autonomous factory operates without humans.  While this scenario promises increased productivity, it may 

also introduce increased risks; system failures and risks are currently often identified by the presence of experienced 

workers.  In response to this concern, many Advanced Abnormal Perception (AAP) systems have been developed. 

Such a system automatically recognises when things are going wrong; it monitors and deals with (as far as possible) 

faults in the production process and quality control of the product.  Thus far, these systems have been developed 

only for a specific manufacturing process and lack versatility beyond this.  The ideal AAP system should be 

application independent, which means that it should, firstly, be a self-learning system, which is able to select site-

appropriate features, and secondly, use measuring instruments, which don’t interfere with the production line.  
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The EPSRC-funded Network Plus Connected Everything: Industrial Systems in the Digital Age aims to identify the 

key challenges we face as digital technologies transform our industrial systems. 

 

Towards a generic Plug and Play AAP system 
 

The project’s industrial partner, KCC Ltd, is a leading player in environmental packaging.  They have developed a 

carbon friendly and sustainable ready-meal tray. Given the current problem of plastics polluting the oceans, KCC  

can expect a surge in demand for their products. This will bring the opportunity for expansion but also challenges 

around maintenance costs and quality control.   

 

The generic AAP system developed in this project has features that allow it to be used by any SME (‘Plug and Play’).  

 

 

 

a) It is a self-learning system, 

adjusting to any system without 

manual input  

 

b) It acquires data via many and   

varied sensors (e.g. high-speed 

cameras, vibration, electrical current), 

which do not interfere with the 

production process.  

 

 

 

 

  Architecture of a generic AAP 

 

 

 

We developed an AAP algorithm 

based on a Convolutional Auto-

Encoder for product defect detection. 

The principle of the Auto-Encoder is 

that if trained on a sample composed 

mainly of normal inputs, it will be 

much more successful reconstructing 

the normal inputs and will therefore be 

capable of categorising normal and 

abnormal inputs. 

 

 

 

 

 Principle of CAE based generic AAP 
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This is part of the KCC production line, 

used to carry out coating curing of the 

sprayed tray. It consists of a coating curing 

system, a ventilation system, and a 

conveyor control system. An inspection 

point is also provided at both the entrance 

and exit of the coating curing system to 

check the quality of the spray and the 

quality of the cure. We chose to use the 

developed generic AAP system to detect 

defects following the coating of food-trays. 

 
 

 
              

 
 

KCC Ltd provided 20 defectively          

coated food-trays, with their defective areas 

marked by factory inspectors, to test the 

developed AAP system. 

 

The defective area was identifiable by 

exposing the tray to an intense external 

light source.  This means that deploying a 

camera and an intense light source on the 

side of production line is enough to detect 

defective trays. 

 

The algorithm was trained in the lab using a 

sample of 5000 food tray images, ten 

percent of which were defective.  The 

trained model was then tested with 200 

labelled samples. It was 93 percent 

accurate in detecting defective trays. 
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The Discrete Event 

Simulation (DES) model 

developed in the project 

provides near real-time 

visualisation of process 

performance and can 

predict product 

throughput.  This 

provides the basis for a 

digital twin model of a 

production line. 

 

 

 
 

 

 

 

 

 

 

Wider applications 

 
The ‘Plug and Play’ AAP system could be made widely available across any industrial sectors that are moving 

towards autonomous manufacturing.  It can be used to detect faulty products or danger in production line operations.  

 

The research also provides the basis for a digital twin model of a simple production line.  The Information Technology 

(IT) requirements for a near real-time date stream to a model have been identified. 

 

Next steps 

 
Further research will allow improvements to be made in how the AAP system operates in conjunction with other 

systems, such as the production line control system and production line monitoring system.   

 

A future addition will be an interface that allows the user to configure the AAP algorithm. By combining this interface 

and generic algorithms, we expect to reduce the involvement of data engineers so that AAP can be applied even 

more easily. We plan to test the algorithm in different scenarios to ensure that its performance is robust. 

Key finding 1 
  

General purpose AAP Systems can be used to 

customise a ‘Plug and Play’ anomaly detection 

system, as demonstrated here by a detection of 

defective food trays at a rate of 93 percent. 

Key finding 2 
  

The selection and pre-processing of a signal is a 

key requirement for producing an accurate model.  

This is particularly important when the image 

contains lots of unrelated information. 


